Abstract-MANETs (Mobile Ad-Hoc Network) is the setup of the network under non-permanent conditions in which wireless mobile computers which moves in the environment randomly in the environment. The nodes maintain the connectivity in distributed manner. As these nodes communicate with each other and cooperate with each other in forwarding the data to each other in the ad-hoc network. These nodes find the path by routing packets using various routing protocols. As there are security issues associated with the various types of vulnerabilities are associated with these routing algorithms. These nodes which communicate with each other are suspected to have the malicious behavior. On of such type of attack is Black Hole Attack which has the intensity to absorb all data packets. As these data packets do not reach the desired destination the large amount of data is dropped hence data loss occurs. In this paper the Black-Hole attack is simulated in the MANET using the AODV routing protocol and the analysis have been done with different number of malicious nodes in the network.
I. INTRODUCTION
Mobile Ad hoc Network (MANET) is known as the mesh network as these communicate with each other randomly and the routes of communication are created as per on-demand. The MANETs do not have to have the fixed infrastructure like a head/base station hence it provides very high flexibility and they communicate quickly and spontaneously. Every node operates like an system which forward the packet to the next node hence working as the router for the other communicating nodes. These node move under the specified area and are free to move, every node route the traffic which is not meant for the current node so it behaves as a router. Path between the nodes could be several different paths or links. This allows the network to have different association in the same network. There are several routing protocols of MANET like AODV, DSDV, and DSR.
II. AODV
Ad-Hoc On-Demand Distance Vector (AODV) algorithm is dynamic algorithm, on demand routing algorithm, multihop routing between participating mobile nodes wishing to establish and maintain an ad hoc network.
AODV allows the nodes to find routes rapidly for all the newer destinations which are not in the current communication or navigation of the packets. It allows the communicating nodes to respond to other links breakages and other changes to network topologies in the regular interval. The entire operation of the AODV is complete loop free mechanism hence it avoids the counting to infinity problem introduced by the Bellman-Ford hence offering quick convergence whenever the topology changes in the ad-hoc network. Whenever the link broken is reported the AODV cause the affected set of the nodes to be notified so that they avoid the node which is not in the communication cycle. The AODV has the use of a Destination Sequence Number for every route entry. As discussed being the reactive protocol routes are determined only on demand.
Simple Hello messages are communicated in-order to detect and manage the neighboring nodes. During the transmission of the HELLO message the active nodes periodically broadcasts the messages so that the neighboring nodes responds accordingly. Since the HELLO message is a periodic transmission like beacons, if the node does not respond to the message the communication to that node is seemed as broken or the link break is there. When the data is needed to be transmitted to a destination which is not known prior then the RREQ (Route Request) are broadcasted. To every intermediate node which responds to the RREQ the link is created, if it does not then the link is not created and the node is not an intermediate node from source to destination. The connecting node responds with RREP (Route Reply) which is a unicast hop-byhop fashion to source. The RREP is unicast in a hop-byhop fashion to the source. As the RREP propagates, each intermediate node creates a route to the destination. When source receives the RREP the node is added to the route as the intermediate node. If the multiple RREP are received then the minimum number of hop RREP is chosen. As the data is flowing from the source to destination the routes are managed along with the routing tables. If the data link break is detected then RRER (Route Error) message is sent, in this situation the sources reroutes the discovery of the route if necessary.
III. BLACKHOLE ATTACK
The Black Hole attack is a kind of Denial of Service (DOS) attack. In this Malicious Node BH attract all traffic by claiming the route to the destination which then absorbs the packets without forwarding them to the destination. Cooperative Black hole means the malicious nodes act in a group.
Whenever the node wishes to transmit data packet to the destination, it sends the RREQ packet to all the neighboring nodes. The malicious node is the part of the network will also going to receive the RREQ packets from the transmitting node. Since these Black Hole node respond to the RREQ packets it immediately sends out the RREP packets to the transmitting node. When the RREP messages are received the node starts transmitting the data packets. On receiving the data packets the Black Hole node simply drops the packets instead of forwarding to the required destination.
IV. PAGE LAYOUT
As AODV do not have the security mechanism hence malicious nodes can perform all the attacks by dropping the data packets and do not behave according to the AODV rules.
A malicious node M can carry out many attacks against AODV. When node 'A' broadcasts a RREQ packet, nodes 'B' 'D' and 'M' receive it. Node 'M', being a malicious node, does not check up with its routing table for the requested route to node 'F'. Hence, it immediately sends back a RREP packet, claiming a route to the destination. Node 'A' receives the RREP from 'M' ahead of the RREP from 'B' and 'D'. Node 'A' assumes that the route through 'M' is the shortest route and sends all packets to node 'M'. When the node 'A' sends data to 'M', it absorbs all the data without forwarding data to destination and thus behaves like a 'Black hole'.
V. SIMULATION OF BLACKHOLE ATTACK
The Routing protocols AODV is under the analysis for this paper. The Fedora OS is used to run the Simulating Software NS2 (Network Simulator 2) version 2.35 for the performance evaluation. The performance is observed at various pause time and intervals with the number of nodes. In this situation 40 nodes will be simulated which move randomly 4500m X 3200 m range. There are modifications done to the original AODV.CC and AODV.H files of the NS2 to simulate the Black Hole behavior. 
VI. RESULTS
The result of the simulation were analysed for various time span, the performance of the AODV goes down to 45% -65%. This means packets are dropped and the performance is decreased to very low level. The performance throughput graph is plotted on the xgraph and the performance is analysed from this graph. The performance is hampered by the attack and the packet drop is pretty high as all the packets have been absorbed by the blackhole node and are dropped. The node from which the data came is reported by the blackhole that the data have been successfully delivered or forwarded. In this paper the Black Hole is being simulated and the performance is analysed and we could analyse that the performance of the AODV is adversely affected under the attack. The Blackhole attack severely hampers the performance of the AODV and the performance of the AODV goes down to 45%-65%.
The analysis we can also conclude that the AODV performance also depends upon the number of nodes in the network, higher the number of nodes more the probability of the attack being able to drop the number of packets.
VIII. MITIGATING MECHANISMS
There are many mechanisms being proposed to mitigate the Black Hole attack. The mechanism which is being in focus is:
1. WatchDog Concept: In this concept the nodes are being monitored by the WatchDog nodes which have the threshold level, whenever the node drops the packet the threshold level is increased, when the watchdog notices the packets being dropped beyond the threshold level. The WatchDog informs all the nodes about the balckhole and the nodes are barred from the routes.
IX. FUTURE WORK
Better mitigation mechanism can be devised and the result can be analysed as per under different conditions. Analysing the Black Hole attack with the connection oriented protocols is the area of another future study. Several other attacks can be studied making the modifications to the routing protocol as being done in the paper. Their effect on the performance of the routing protocol and comparing the results to make out which attack on which OSI layer affects the performance of the routing mechanism of the routing protocol.
Along with the different types of attacks, different routing protocols can be observed and their performance in the un-friendly environment and a detailed research study can be done after the above observations.
